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ABSTRACT Blockchain technology enables secure and transparent information exchange within 

decentralized environments. Its distributed architecture and continuous protocol improvements help 

streamline validation processes while supporting network scalability. In blockchain systems, transaction 

verification relies on digital information units recorded across distributed ledgers. However, this design 

inherently leads to growing data accumulation over time, as historical transactions must be preserved 

permanently. This data growth creates significant challenges for storage-dependent applications, particularly 

tracking and tracing systems, where real-time location monitoring and product authentication generate 

massive datasets. The resulting storage costs also affect other blockchain-enabled services, including video 

recognition and artificial intelligence applications, which often underperform when deployed on conventional 

hardware within tracking environments. This review paper examines blockchain's operational framework, 

exploring its fundamental concepts, classification schemes, underlying principles, and practical 

implementations in tracking and tracing contexts. The primary focus is addressing data proliferation issues 

within blockchain networks, specifically as they relate to tracking and tracing systems. Additionally, this 

study provides a thorough analysis of existing research contributions in this domain. 
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I. INTRODUCTION 

Blockchain is considered a new type of database capable of 

storing information traditionally managed by conventional 

database systems. It functions by organizing data into a series 

of interconnected blocks, each linked to the next through a 

cryptographic reference called a hash. When a new block is 

created and added to the system, it is connected to the 

preceding block via this hash reference, forming an 

unbreakable chain of records. In this decentralized 

architecture, all blocks are stored and distributed across the 

network, ensuring that every user and node can access and 

maintain copies of the blockchain's information  [1]. This 

distributed copy of information is known as the transaction 

ledger. Consequently, numerous research studies across 

various disciplines have leveraged blockchain's operational 

framework to address domain-specific challenges. Notable 

application areas include information security systems [2], 

supply chain management [3], digital finance [4], computer 

networks and applications [5], smart grids and energy [6],  

Internet of Things (IoT) [7]. These diverse implementations 

demonstrate blockchain's potential to enhance operational 

performance and security across a wide spectrum of 

applications.  

 
II. Blockchain Technology related Applications 

Blockchain technology offers numerous practical applications 

and services across various sectors [8]. Key implementation 

domains include e-commerce platforms [9] , cloud computing 

[10], gaming theory [11, 12], banking systems [13, 14], energy 

[15, 16], Internet of Things (IoT) [17], tracking systems [18]. 

Among the most significant recent developments is the 

integration of blockchain with IoT systems. IoT applications 

have widely adopted blockchain technology due to its 

extensive feature set, particularly its confidentiality and 

integrity guarantees. These advantages have motivated 

researchers to design blockchain-enabled IoT architectures 

that effectively meet IoT requirements. Existing literature 

contains numerous proposals and reviews addressing 

blockchain-IoT integration [19]. Several researches have 

mentioned how the integration between IoT and blockchain is 

achieved [20]. Studies have demonstrated that blockchain can 

secure large-scale data generation while preserving content 

privacy. This growing research interest has led to widespread  
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blockchain adoption across diverse digital information 

applications and information systems. 

Consequently, blockchain technology has demonstrated 

substantial impact across multiple fields due to its distinctive 

properties and features. It has effectively addressed various 

digital information challenges, particularly regarding content 

quality during processing and transmission. Furthermore, 

blockchain's decentralized distribution mechanism has 

resolved issues associated with third-party authentication, 

significantly improving computation time and transaction 

processing speed within peer-to-peer networks, where high 

transaction volumes frequently cause delays. 

 

Blockchain networks occasionally experience structural splits, 

resulting in two distinct branches: soft forks and hard forks. In 

soft fork scenarios, network participants can continue 

operations without upgrading to newer blockchain versions. 

However, hard forks require all members to adopt updated 

protocols to maintain network communication and 

interoperability. Table I summarizes key fields where 

blockchain technology has been applied, as identified in 

previous studies. 

 

TABLE I.  A LIST OF A NUMBER OF FIELDS RELATED TO THE 

BLOCKCHAIN TECHNOLOGY 

Field of study Reference  

E-Commerce [8] 

Cloud Computing [9] 

Gaming Theory [10, 11] 

Banking Systems  [12, 13] 

Energy [14, 15] 

Internet of Things [16] 

Tracking Systems [17]. 

 

 
III. TYPES OF BLOCKCHAIN-BASED TRACKING AND 

TRACING SYSTEMS 

Westerkamp, Victor, and Küpper [22] developed a 

blockchain-based method for implementing traceability 

functions in manufactured products. Traditional tracking 

solutions often employ fixed digital codes or tokens that are 

difficult to modify when requirements change. Blockchain-

based traceability approaches address this limitation by 

generating dynamic, easily immutable tokens. The proposed 

system automatically creates tokens for processed items, 

enabling comprehensive tracing from initial inputs to finished 

goods. The ledger was designed to provide visibility into the 

traceability function, allowing tracking of goods including 

original inputs. Implementation and evaluation demonstrated 

successful product tracking across multiple test inputs. The 

method generates immutable tokens for product tracing. 

However, the study only covered selected supply chain 

management phases, which represents a limitation. Potential 

applications include traceability systems for products during 

production and distribution. 

Hew et al.[23]. investigated blockchain-based product 

traceability possibilities, aiming to enhance supply chain 

operations for specific product categories. While blockchain-

based tracking systems are widely applicable, certain product 

types may resist information sharing due to various 

constraints. The study sought to identify which supply chain 

products can effectively share tracking and tracing 

information. An analytical approach collected participant data, 

employing a mathematical model for analysis. Results 

revealed that certain product types are unsuitable for 

blockchain-based tracking systems. The proposed solution 

enhances product security and demonstrates suitability for 

supply chain management applications. 

Mitani and Otsuka [24] designed a permissioned blockchain-

based traceability system to address privacy and security 

limitations in existing solutions. The research proposes an 

asset-focused traceability system, incorporating both 

permissioned and permissionless blockchain architectures. An 

encryption scheme protects plaintext data. Evaluation results 

demonstrated that integrating both blockchain types improves 

tracking and tracing functions regarding security and 

performance metrics. The system enhances overall tracking 

security and is applicable to asset traceability systems. 

Lin et al. [25] identified product traceability challenges and 

developed a blockchain-based solution to prevent these issues. 

Traditional tracking systems often expose recorded and shared 

data to discovery risks across network nodes. The proposed 

approach implements a blockchain-based traceability method 

ensuring product safety during tracking. The system integrates 

IoT devices to streamline information sharing and employs 

smart contracts to protect shared data from unauthorized 

access. Results demonstrated effective data protection, 

reduced computational costs, decreased data sharing 

overhead, and decentralized architecture. The system offers 

cost-effective traceability for tracked products. However, 

further evaluation is needed regarding usability and 

computation time for block generation across the tracking 

network. Applications include traceability systems for 

medium-scale enterprises. 

Hayati and Nugraha [26] investigated blockchain's potential to 

resolve data integration challenges in tracking and tracing 

systems without third-party intervention. Blockchain's 

inherent integration capabilities, eliminating intermediary 

requirements, form the basis of their approach. The study 

notes that tracing operations consume substantial computation 

time, potentially compromising data integrity, and often 

requiring third-party involvement. Addressing these scenarios 

would enhance tracking system performance and data privacy. 

The proposed blockchain-based tracking system implements a 
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depth-first search algorithm for retrieving data from 

distributed blockchain networks. Evaluation confirmed 

successful implementation regarding distribution, verification, 

and immutability. A key advantage is the dedicated search 

algorithm for tracking recorded transaction data. However, 

transaction processing remains slow and complex. Food 

supply chain and product traceability applications represent 

potential implementation targets. 

 
IV. IDENTIFY AND NAME CONCEPT OF BCT 

A block can be defined as a collection of transactions recorded 

in a ledger during a specific time interval. Each blockchain 

implementation defines unique parameters for block 

generation, including time periods, size limits, and triggering 

events. While some blockchains maintain records exclusively 

for cryptocurrency movements, others manage various types 

of digital assets. Understanding transactions as data records 

with assigned values, similar to financial transactions, 

facilitates comprehension of blockchain's information 

management capabilities [27]. 

 

The chain refers to the cryptographic hash that connects 

consecutive blocks, creating an unbreakable linkage between 

them. This concept represents one of blockchain's most 

sophisticated features, establishing mathematical trust 

relationships among network participants. The hash function 

generates a unique fingerprint from each block's data content, 

establishing both temporal ordering and chronological 

sequence within the blockchain. This chaining mechanism 

ensures that any modification to a block becomes immediately 

detectable throughout the network. The combination of private 

and public blockchains creates hybrid blockchain 

architectures that exploit advantages from both types. This 

enables organizations to maintain both public (permissionless) 

and private (permission-based) systems simultaneously. Users 

can rely on hybrid systems to control data access, allowing 

public visibility for selected information while keeping 

sensitive data within private networks. Hybrid blockchain 

systems offer flexibility, enabling users to merge private 

blockchains with multiple public chains. In hybrid 

architectures, transaction verification typically occurs within 

private networks, though transactions can be released to public 

blockchains for additional verification. Public blockchains 

require more nodes for verification purposes due to increased 

hashing requirements, which enhances transparency and 

overall system security [28]. 

Blockchain technology organizes information into blocks 

connected through hash-based chains. Each block consists of 

two primary components: the Block Header and the Block 

Body [29]. The Block Header as shown and explained in fig1, 

contains the block version, Makle tree root, timestamp, and 

parent block. 

 

 

TABLE II.  ILLUSTRATES THE CONTAINS OF THE HEADER IN 

EACH BLOCK 

 

 
While the block body contains on transactions and transition 

counter, the size of the block and size of the transaction are the 

measurement that will control the maximum limit of 

transactions. 

 
V. THE RESEARCH PROBLEM 

Blockchain technology has been adopted across numerous 

application domains, with tracking systems representing a 

particularly active area of research. Existing literature contains 

multiple examples of blockchain-based tracking 

implementations [30] [31] [25].  Salah et al. [32], proposed a 

blockchain-based system for efficiently managing commercial 

transactions within supply chain tracking operations. 

 

Various tracking systems employ different technological 

approaches. Singh et al [33] utilized RFID technology for 

traceability tasks involving selected elements distributed 

across different locations within a confined area [34]. 

Additionally, QR code technology has emerged as an effective 

tracking solution. QR codes offer superior data storage 

capacity compared to alternative techniques and provide faster 

response times. These advantages have enabled QR code 

integration with IoT systems for real-time tracking 

applications. Consequently, numerous smart applications, 

including tracking systems, have adopted QR code 

technology. Dong et al. provide a detailed example of a QR-

based tracking system used to monitor production processes 

across multiple phases. This approach reportedly reduces 

computational complexity and processing time efficiently. 

 

 

Parent  Block

Contains the hash of the previous block.

Timestamp

It signs the time for all the transactions on the block. 
and proves the actions what and when occurred.

Merkle tree root

Contained the hash's vaules of all the oporations 
(transactions).

Block Version  

Contains the block version which presents the type of 
the validation rules that must be followed.
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VI. IDENTIFY THE TYPES OF THE BCT 

A. Public Blockchain 

Public or open blockchain technologies provide platforms for 

interaction between diverse users while protecting transaction 

parties' identities through anonymity or pseudonymity. In 

open blockchains, transaction privacy is minimal, as all 

transactions remain visible to all participants. These systems 

require substantial computational resources to maintain large-

scale distributed ledgers. Consensus achievement in most 

public blockchains requires each network node to solve 

complex cryptographic problems called proof-of-work, 

ensuring all nodes remain synchronized. Prominent examples 

include Bitcoin, Litecoin, and Ethereum. Ethereum differs 

from Bitcoin and Litecoin in its processing approach, being 

primarily utilized for smart contracts—self-executing 

blockchain code that automatically enforces agreement terms 

between parties [35]. Common public blockchain 

implementations include Ethereum, Litecoin, Bitcoin, and 

most existing cryptocurrencies [36]. Public blockchains are 

particularly attractive because they require no infrastructure 

investment, being self-sustaining networks that reduce 

management costs and overhead [37]. 

 

B. Private Blockchain 

Private blockchains operate within closed environments where 

node identities are known. These systems can employ 

distributed consensus algorithms and smart contracts to 

efficiently execute complex tasks, surpassing proof-of-work-

based blockchains in performance, while also achieving 

Byzantine fault tolerance [38]. 

      Private or permissioned blockchains are particularly 

relevant for institutions managing timestamped ledgers or 

registries, especially in jurisdictions requiring registration of 

registry processors. These systems provide more predictable 

and controlled environments compared to permissionless 

alternatives. Unlike cryptocurrencies, private blockchains do 

not depend on native tokens for incentivizing transaction 

processors [39]. ; Instead, processors are rewarded through 

other mechanisms. Transactions in private blockchains remain 

confidential, with data inaccessible to the public while 

member identities are known. Participants cannot read or write 

to the blockchain without network permission. Common 

applications include large enterprises where permissions are 

defined among various stakeholders. For example, banks can 

maintain private blockchain networks for internal use, 

restricting access to employees, suppliers, and customers [40]. 

C. Hybrid Blockchain 

Hybrid blockchain represents a subsequent blockchain class 

developed to combine private and public blockchain 

advantages, particularly public blockchain scalability and 

private blockchain block generation rates [41]. Consortium or 

federated blockchains operate under the control of 

organizational groups formed around common interests [42]. 

Various entities including governmental organizations, banks, 

and private blockchain companies offer different federated 

blockchain implementations.. Consortium blockchains, like 

private blockchains, function as permissioned systems 

allowing only limited participants to perform read and write 

operations. While all network participants typically can read 

blockchain data, only trusted few can execute this function. 

With pre-approved and known participant identities, 

consortium blockchains achieve faster operation than public 

blockchains. Additionally, these systems consume less energy 

by employing voting-based consensus protocols. Federated 

blockchains can approve transactions in approximately one 

second [43]. 

 
VII. IDENTIFY CONCEPTS RELATED TO THE 

BLOCKCHAIN 

A. The Decentralization 

Decentralization refers to a distributed accounting approach 

where multiple nodes operate across different locations, with 

each node making its information publicly available for 

monitoring and supervision. This mechanism aims to enhance 

transaction legitimacy. All transaction data is recorded in the 

ledger, with updated information accessible to all participants 

for monitoring purposes [44] [27]. 

 

B. The Ledger 

The ledger serves as a comprehensive record of all system 

activities, accessible to and trusted by all participants. 

Distributed Ledger Technology (DLT) enables maintenance 

of a global ledger using append-only data structures across 

mutually untrusted participants on a distributed platform. 

Distributed ledgers are characterized by immutability, 

decentralized maintenance, censorship resistance, and 

independence from trusted third parties. 

 

C. Peer-to-Peer networks (P2P 

Peer-to-Peer (P2P) networking is not a novel concept, as its 

benefits have been recognized for many years. P2P networks 

consist of distributed resources interconnected through 

network infrastructure. Various attempts have been made to 

comprehensively define P2P networks beyond application-

specific descriptions. While P2P can be simply described as 

the opposite of Client/Server architectures, a more nuanced 

perspective distinguishes P2P networking based on the "serv-

ent" concept—nodes that function simultaneously as both 

servers and clients. The term "serv-ent" combines the first 

syllable of "server" with the second syllable of "client." This 

dual-role capability fundamentally differentiates P2P 

networks from Client/Server architectures, where nodes serve 

exclusively as either servers or clients [45]. 
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FIGURE 1. Peer-to-Peer networks (P2P) 

 

 
VIII. Identify surrogate terms and relevant uses of the 

concept 

Blockchain technology has applications across numerous 

domains. Currently, the most recognized application is 

distributed ledger technology for digital currencies, commonly 

known as cryptocurrencies. However, in recent years, private 

sector organizations and governmental institutions have 

increasingly adopted blockchain features that align with their 

operational requirements. Consequently, blockchain adoption 

has grown substantially across many sectors [46].  

A. Distributed systems (DS) 

Distributed systems are characterized by two fundamental 

features. First, they consist of networks of computing elements 

capable of independent operation. A computing element, 

referred to as a node, may be either a software process or a 

hardware device. Second, users typically perceive distributed 

systems as a single unified system, meaning autonomous 

nodes must cooperate to achieve this perception. Determining 

how to establish this cooperation remains the central challenge 

in distributed systems development. No assumptions are made 

regarding node types, as distributed systems range from small 

sensor network devices to high-performance mainframe 

computers. Similarly, no assumptions exist regarding 

interconnection methods. Modern distributed systems 

incorporate diverse node types, from compact plug computers 

to large-scale high-performance systems. The fundamental 

principle is that nodes can operate independently, though 

nodes that ignore each other would serve no purpose in a 

distributed system. In practical applications, nodes are 

configured to achieve common goals through message 

exchange. When a node receives a message, it processes the 

information and forwards it through message passing 

mechanisms [47]. 

 

FIGURE 2. Distributed system (DS). 

 

B. Smart Contracts 

In 1996, computer scientist Nick Szabo predicted that 

technological advancement would eventually enable 

algorithms to manage all forms of contractual arrangements. 

Despite the brilliance of Szabo's vision, his ideas were 

considered ahead of the available infrastructure required for 

implementation [48]. 

Smart contracts represent a blockchain technology with 

potential to revolutionize transactions ranging from legal 

agreements to IoT applications. Smart contracts consist of 

algorithmic code operating on a peer-to-peer network model. 

For example, a smart contract can algorithmically implement 

agreement terms without requiring legal documentation. This 

enables transaction completion without lawyers or notaries, 

with transactions being irreversible, trackable, and self-

enforcing. 

Consider estate administration, where an executor distributes 

a deceased person's assets [49].  A programmable, legally 

binding smart contract could serve the same purpose without 

requiring an executor, using blockchain technology without 

intermediaries, thereby improving efficiency. The Chainlink 

network enables smart contracts across existing networks for 

applications and external data integration, facilitating smart 

contract payments to designated accounts and creating secure 

cross-chain connections. 

 

Smart contracts also enable IoT resource and service sharing, 

creating decentralized service marketplaces between devices 

and users with cryptographically verifiable automation [50]. 
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FIGURE 3. Smart contract. 

 

IX. IDENTIFY AND SELECT AN APPROPRIATE REALM 
(SAMPLE) FOR DATA COLLECTION 

A. Cryptocurrency 

Cryptocurrency refers to digital currency that utilizes 

encryption techniques to ensure data and transaction security. 

It employs decentralized methods to secure payment 

processing. Cryptocurrency relies on blockchain technology, 

which maintains a complete record of all transactions 

conducted by currency holders [51]. Bitcoin was the first 

cryptocurrency introduced by Satoshi Nakamoto in 2008 and 

has since become the most widely used cryptocurrency. 

Following Bitcoin's introduction, over 900 cryptocurrencies 

have emerged, including altcoin, Ethereum, Ripple, and others 

[51] [52]. Cryptocurrency functions as a peer-to-peer digital 

exchange system that depends on cryptography for generating 

and distributing currency units [53].  

B. Internet of Things. 

In this system, transactions are verified through distributed 

networks without central authority oversight. During 

transaction verification (referred to as mining), critical aspects 

include transaction amounts, verification that the initiating 

party possesses the currency being spent, and prevention of 

double-spending. Various mining technologies are employed 

based on specific cryptocurrency requirements [54]. For 

instance, some cryptocurrencies prioritize limiting validated 

transactions per time unit, while others focus on lightweight 

and fast service delivery. Certain mining frameworks require 

substantial memory capacity, whereas others demand 

significant computational resources. This paper reviews and 

analyzes cryptocurrency mining techniques with emphasis on 

their efficiency. 

C. Finance Sector 

Current electronic payment systems depend on trusted central 

third parties for secure transaction processing. Efforts to 

reduce transaction costs have led banks to accept claims on 

each other, enabling customers to deposit other banks' notes 

directly without prior conversion to money or gold [58] 

However, accepting notes from other banks creates settlement 

delays while arrangements for gold settlement are made. 

In scenarios where only limited banks can accept notes, 

bilateral settlement approaches are employed. As banking 

systems expand, interbank payments become increasingly 

complex, with growing incentives for establishing more 

efficient systems. Financial sector transactions (including 

global financial and interbank operations) utilize closed 

distributed ledgers. Given the sector's emphasis on reliability, 

efficiency, and stability, closed distributed ledger-based 

blockchains are preferred as they restrict participation to 

authorized personnel. 

Closed ledger systems employ consensus mechanisms that 

guarantee transaction authenticity by limiting participation to 

specific groups, eliminating openness-related issues. This 

approach provides several advantages: 

First, it ensures standardization and technological 

development. Open-type systems struggle with 

standardization due to technological evolution, while closed-

type systems readily accept technical standards among 

participants 

[59]. Second, open ledgers guarantee independence and 

efficiency. While open-type ledgers avoid external 

intervention from authorities or regulatory agencies, their 

efficiency falls below closed-type systems. 

Third, closed-type systems permit transaction modifications, 

whereas open-type systems maintain immutable transaction 

records (modifications only possible through transaction 

reversal). Closed-type systems enable modification through 

mutual agreement. Consequently, closed distributed ledgers 

are typically adopted in the financial sector. 

 
X. IDENTIFY THE ATTRIBUTES OF THE BCT. 

A. The Security of Blockchain 

Blockchain security relies on user consensus and mutual trust 

among participants, establishing a novel security paradigm 

previously unavailable in network environments. Every 

network participant maintains a copy of the distributed ledger, 

providing full visibility of all network activities. When a 

transaction is initiated, all network nodes observe the action, 

verify the user's authorization, and must collectively approve 

the transaction; otherwise, it is rejected. This consensus 

mechanism delivers high security through distributed 

verification. To commit fraud, an attacker would need to 

compromise all network nodes simultaneously—an infeasible 

proposition given current technological capabilities [60, 61]. 

Despite blockchain's strong security posture, it faces ongoing 

threats that may impact its security performance. 

B. Transparency and trust 

transparency, as all participants can observe network 

activities. This transparency fosters trust, particularly 

APROVED

Participant 1 Participant 2

SMART CONTRACT

UPDATING THE 

TRANSACTION
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important in applications like fund distribution or benefit 

disbursement where personal discretion restrictions apply. 

Consensus represents agreement among distrusting nodes 

regarding data state. Achieving consensus requires various 

algorithms. While agreement between two nodes is 

straightforward, reaching consensus among multiple nodes in 

distributed systems presents significant challenges. 

Distributed consensus is therefore defined as the process of 

achieving agreement across multiple network nodes [62]. 

C. Fast dealing and cost saving 

Blockchain offers faster and more cost-effective operations 

primarily because it eliminates third-party intermediaries and 

their associated costs and delays. Financial transactions 

typically involve multiple intermediaries including banks, 

custodians, regulators, agents, clearing houses, and 

government registrars. For example, real estate transactions 

require involvement from banks, attorneys, notaries, and 

government entities, each imposing fees or transfer taxes [63]. 

Blockchain implementation in such transactions significantly 

reduces time and costs by requiring all parties to maintain data 

copies, minimizing errors, and eliminating reconciliation 

requirements. 

 

When financial statements are deemed accurate, auditors 

receive recognition for their work. However, scandals like the 

Enron case (2001) eroded public trust in auditors and the 

overall system. In response, regulations like the Sarbanes-

Oxley Act were introduced, increasing organizational 

compliance costs for forensic auditors, accountants, and IT 

infrastructure. Blockchain offers a cost-effective alternative 

for auditing and accounting, as demonstrated by various 

blockchain designs for distributed financial ledgers [63].  

Smart contracts represent automated contract performance, 

executing only when predetermined conditions are met, 

eliminating third-party involvement. This cost-effective 

mechanism provides speed, trust, and efficiency to economic 

actors, facilitating transactions and payments upon goods 

delivery [64]. 

 
XI. TRACKING AND TRACING SYSTEMS (TTS) 

Tracking and tracing systems are designed to determine the 

location of a unit (such as a device or product) at its current 

position and at previous positions across different time periods 

[65]. All location-related information is stored in databases in 

real-time for subsequent processing. In some 

implementations, these systems can also store departure and 

arrival details related to products. The stored information 

typically includes object identification, transaction 

timestamps, and location data. 

Numerous studies have examined the challenges faced by 

tracking and tracing systems, along with their features and 

advantages. For instance, Shamsuzzoha and Helo [66] 

proposed a system for efficiently managing shipped units and 

analyzing applied technologies for real-time tracking services. 

Current tracking and tracing systems encounter various 

challenges, particularly the management of large data volumes 

that must be processed efficiently to meet real-time 

requirements. These difficulties often stem from extensive 

coordination-related data and details. 

 
XII. BLOCKCHAIN BASED TTS 

Traceability represents a key function implemented within 

tracking and tracing systems that records product-related 

information throughout movement, shipping, and transitions 

between locations until the final destination is reached [67]. 

This tracing capability serves critical purposes including 

shipping logistics and food safety compliance. 

Numerous tracking and tracing systems have adopted 

blockchain technology. Since its emergence, blockchain has 

contributed significantly to various application domains by 

enhancing safety and trustworthiness. This contribution has 

progressively replaced conventional tracking techniques and 

other supply chain services, including identification, 

information processing and sharing, shipping operations, and 

others. Blockchain implementations have successfully 

addressed numerous challenges that these systems faced prior 

to its introduction. 

 
XIII. ISSUES AND HAZARDS OF DATA SIZE EXPLOSION 

AND GROWTH ON SECURITY AND 
DECENTRALIZATION OF BLOCKCHAIN 

In blockchain networks, exponential data growth has emerged 

as a significant obstacle to decentralization, which remains a 

fundamental characteristic of blockchain technology [68]. 

Figure 4 illustrates this relationship [69]. This represents one 

of several drawbacks associated with blockchain 

implementation. Another limitation is that records must 

remain re-derivable and historical data must be continuously 

preserved. While this procedure supports security 

requirements, it simultaneously generates substantial data 

volumes [70]. Given blockchain's essential nature, 

maintaining these records is critical. Decentralized entities 

such as computers face considerable challenges processing 

these massive datasets. Beyond processing limitations, storage 

requirements present additional difficulties. When devices 

lack sufficient storage capacity, the system becomes 

compelled to process data centrally, potentially undermining 

blockchain's decentralized architecture. 

Multiple studies [68] [71] [72], have identified large 

blockchain size as a centralization risk. If data continues to 

explode in terms of size, only a limited number of large 

enterprises may possess the capability to operate full nodes 

[73]. 
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FIGURE 4. Blockchain size growth as of an exponential relation 

 

The continuous growth of blockchain data represents a 

significant hazard. Consider a scenario where data explodes 

and only a few large corporations can maintain full nodes. This 

situation raises concerns about potential collusion—these full 

nodes might unite to manipulate the system for profit, such as 

altering block rewards. Such manipulation would be difficult 

for light nodes to detect. However, at least one honest full node 

would likely share information about the breach, though this 

sharing could take several hours. Subsequently, light nodes 

and ordinary users would attempt to blacklist the 

compromised block. Nevertheless, a coordinated attack on a 

similar scale to ordinary operational efforts could potentially 

achieve 51% control. For blockchain-based secure systems 

containing sensitive information—or in the case of Bitcoin—

this represents a serious vulnerability [74]. 

Analysis of currently published literature indicates that the 

substantial increase and explosion of blockchain data size 

poses potential hazards not only to decentralization but also to 

security, storage capacity, and processing capabilities [75]. 

 
XIV. RECENT ANALYTICAL REPORTS 

Analytical reports, studies, and research investigations have 

demonstrated that blockchain data size increases continuously, 

not only across years but even within months. A recent 

analytical report published on the Statista website [76] reveals 

a rapid upward trend in data size growth, with blockchain data 

expanding from modest sizes to hundreds of gigabytes. The 

data size is presented with monthly measurements spanning 

January 2009 to April 2024, as illustrated in Figure 4. 

 

 

FIGURE 5. Blockchain data size (in gigabytes) between January 2009 
and January 2021. 

 

As shown in Figure 5, the relationship between the x-axis 

(months) and y-axis (data size in gigabytes) demonstrates 

direct proportionality. A critical observation from Figure 2.4 

is that data explosion for 2024 is measured in days, with the 

graph showing an increase from 311.63GB on January 1, 2021 

to 550.91GB on April 11, 2024. 

 

Previous studies on data explosion in blockchain applications 

and services indicate that successful individual-level 

blockchain adoption will likely increase data size to nearly 

terabytes. In Figure 6, as of February 1, 2021, data size reached 

326.18GB, representing a 10GB increase from its January 1, 

2021 level [77]. 

 

FIGURE 6. A representation graph of data size explosion in blockchain. 

 

As of February 22, 2021, the Bitcoin blockchain data size 

measured 330.24GB, as shown in Figure 2.6 according to[18]. 

 

FIGURE 7. A representation graph of data size explosion in blockchain  

as of February 22, 2021. 
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XV. Analysis related to Data Storage Techniques 
applied to Data of Blockchain Network 

Analysis to give a comprehensive overview about techniques 

and methods applied to perform data storage mechanisms 

applied to data of blockchain are summarized in Table III.

 

TABLE III.  LITERATURE REVIEW AND ANALYSIS RELATED TO DATA STORAGE TECHNIQUES APPLIED TO DATA OF BLOCKCHAIN 

NETWORK 

Ref. Problem statement Method  Concluded Remarks 

[19] Blockchain size grows 

exponentially, hindering data-

heavy applications. 

Blockchain segmentation into multiple 

segments; each node stores one copy per 

segment, reducing overall copies stored 

across nodes. 

The method stores one copy per 

blockchain segment. However, 

security vulnerabilities arise as 

data becomes susceptible to loss. 

[20] Health-related data significantly 

increases blockchain size. 

Storage space constraints 

conflict with growing 

information requirements. 

Serial aggregated signature scheme with 

user/inquirer verification. Privacy 

protection through verification 

matching between searched data and 

requesting user. Signature compression 

reduces storage requirements. 

The method enhances security 

while potentially reducing 

blockchain ledger transparency. 

[21] Smart application data storage 

lacks adequate security. 

Blockchain integration proposed 

to enhance data security. 

Aggregated signature scheme 

incorporating proxy verification. 

Method implements verification 

protocols and data compression. 

This approach can verify 

blockchain-stored content and 

data, enabling specific nodes 

(such as managers) to access 

user-related information. 

 

[22] 

Blockchain faces significant 

storage size challenges requiring 

optimization of data storage 

methods. 

Storage mechanism based on algebraic 

operations utilizing remainders. 

 

Not specified. 

 

 
 
XVI. Analysis based on main topic and application of 

selected past studies  

Table IV summarizes numerous research studies across 

four categories: main topic addressed, potential 

applications, advantages, and disadvantages of proposed 

blockchain-based methods or systems. 

 

TABLE IV.  ANALYSIS BASED ON MAIN TOPIC AND APPLICATION OF SELECTED PAST STUDIES 

Ref. Main topic & 

consideration 
Potential 

Application 
Advantages Disadvantages 

[23] Blockchain-related 

fields 

Asset management, 

government tax 

payment 

Suitable for government tax fee 

processing 

Not specified 

[24] Blockchain-related 

fields 

Asset management, 

conditional payment 

Cost-effective for asset 

registration management 

Lacks access control policies and 

other smart contract types 

[25] Blockchain-related 

fields 

Secure insurance Suitable for peer-to-peer 

insurance applications 

Not specified 

[26] Blockchain-related 

fields 

Smart payment systems Enables payment upon valid 

verification 

Multiple smart contract executions 

cause interaction overhead 

[27] Blockchain-related 

fields 

Payment systems Reasonable implementation cost Not specified 

[28] Blockchain-related 

fields 

Smart property Suitable for insurance companies 

and data owners to transact 

connected car data 

Requires processing large data 

volumes; incompatible with 

blockchain-based smart contracts 

[29] Blockchain-related 

fields 

Smart appliances Enables tokenization of smart car 

services (e.g., car rentals) 

Not specified 

[30] Tracking systems Logistics and supply 

chain networks 

Enables online information 

processing with appropriate 

technology 

Requires consideration of practical 

tracking and tracing implementation 
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Ref. Main topic & 

consideration 
Potential 

Application 
Advantages Disadvantages 

[31] Tracking systems Not specified Contributes real and 

representative data 

Conventional methods face 

information sharing challenges 

[32] Tracking systems Not specified Utilizes stored product-related 

data 

Traceability limited to specific 

applications 

[33] Tracking systems Supply chain 

management 

Enhances tracking and tracing 

operations during shipping 

Requires efficiency evaluation under 

multi-party data reception conditions 

[34] Tracking and tracing 

techniques 

E-health, e-commerce, 

cloud-based 

manufacturing 

Low-cost design Untested efficiency performance 

[35] Tracking and tracing 

techniques 

Item packaging and 

tracing 

Cost-effective solution Not specified 

[36] Tracking and tracing 

techniques 

Small item packaging 

and product tracing 

Automatic product identification 

through information extraction 

Identification process limited to 

specific conditions 

[37] Tracking and tracing 

techniques 

Product classification 

and direction detection 

Efficient detection of product 

movement direction 

Suitable only for specific application 

types 

[38] Blockchain-based 

tracking 

Production traceability 

applications 

Generates immutable tokens for 

product tracing 

Limited to selected supply chain 

management phases 

[39] Blockchain-based 

tracking 

Supply chain 

management 

Enhances product security Not specified 

[40] Blockchain-based 

tracking 

Asset traceability 

systems 

Enhanced tracking and tracing 

system security 

Not specified 

[41] Blockchain-based 

tracking 

Small and medium-

scale food enterprise 

traceability 

Cost-effective traceability for 

tracked products 

Requires evaluation of usability and 

block generation computation time 

[42] Blockchain-based 

tracking 

Food supply chain and 

product traceability 

Implements search algorithm for 

tracking transaction data 

Slow transaction implementation 

with complex processing 

 

 
XVII. Conclusion 

This paper began by examining blockchain technology 

fundamentals, associated concepts, and its application in 

tracking and tracing systems. While researchers in the 

blockchain domain continue to face numerous challenges 

and difficulties, our investigation specifically focused on the 

issue of rapidly growing data within blockchain networks. 

This data growth stems from the substantial number of 

transactions occurring between nodes and blocks across the 

network. This concern has gained increasing attention as 

blockchain adoption expands, with researchers, blockchain 

platforms, and industry experts actively addressing this 

dilemma through algorithm design modifications and 

selective disabling of certain blockchain features. 

In our view, blockchain technology has already provided 

solutions to critical challenges including security, 

centralization, and real-time transaction processing. 

However, data explosion within blockchain networks will 

likely emerge as the foremost priority requiring resolution in 

future blockchain development efforts. 
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